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Secure Server Hosting
R.Ford - 1211505

Server Hosting Space LIBERAL ARTS BASEMENT SOCIAL SCIENCE BASEMENT
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CURRENT STATUS
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Directory Status S |

Today: December 2005 i// e
Banner LibrarySys

Legacy login to Banner, SCAUID-likel ogin  secuAry slcomrrmee M‘Cd"musp{’"m
to Library System and Portal, SCAUID
used for some systems, legacy
accounts used in others

Blackboard CMS

2 Wireless Access

/ IT Mac Lab

LDAP
SCAUID
£ iPlanet Email

Central Web
Sys & Access

Desklop PC's
(some units)

No commonality/synchronization between
OID, AD, and LDAP

AD

LEGACY
ACCOUNTS

Spotty security framework -- lots of holes,
not applied to on-line directories

MIS Exchange

Using local servers or directories,
or operating “stand alone”

- Some desktop PCs

- IT and non-IT PC labs

- non-IT Mac labs

- Unix/LUinux Labs

- Non-IT Web sys & servers




Directory Plan
Target: Jan/Feb 2006

RED ==> New

No change with Banner, Library System

SCAUID is common and synch-ed across all
three directories -- OID, AD, LDAP

Authentication via SCAUID in IT's PC labs

New SCF funded on-line student on-line
storage (est: Feb-2006)

Expanded capability to handle special cases
via special 4th directory (est: Feb-2006)

Security framework tightened and extended to
include on-line directories

JAN-FEB 2006 TGT
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| / Central Web
/ Sys & Access
Desktop PC's
LEGACY (some units)
ACCOUNTS
SCAUIDS M/S Exchange

( OpenLDAP
SPECIAL

Special access as required
CASES

for “affiliates” without SCAUIDs

A

Using local servers of directories,

or operating “stand alone”
- Some desktop PCs

- Inon-IT PC labs
- non-IT Mac labs
- Unip/Linux Labs
- Non-IT Web sys & servers




PLAN - LONG TERM

CENTRAL R.Ford - 12/15/05
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Directory Plan
1] ” Banner B Se{l.:g‘ure e Req. Banner
. coess :
Target: “longer term (Spr-08) - Access

LibrarySys

Student on-line
‘/Starage
- Other central
s storage
 Wireless Access

T~_Central Web
Sys & Access

CampusPortal

RED ==> New, BLUE ==> Unknown ~

Normal Banner access via SCAUID -- sect /-
Banner access mechanism unknown f/
/ /

/ [/ Blackboard CMS

LDAP - - Unix/Linux/Mac Labs
" | scauiDs —————_  DOther Unix/Linux apps

iPlanet Email SECURITY & COMPLIANGCE
FRAMEWORK

1 SCAUIDs

/

KERBEROS
PASSWORDS

Library System access via SCAUID

Unix-specific applications ==> LDAP,
Windows-specific applications ==> AD
others ==> OID

PC Labs

Deskiop PC's

SCAUIDs

LEGACY
ALIASES)

— Other PC apps

Security framework includes federated trus
and federated access to external
resources and environments

M/S Exchange

OpenLDAP

SPECIAL
CASES

Special access as reguired
for “affiliates” without SCAUIDs

Using local servers or directories,
or operating “stand alone”
(E.G. “federated" trust) - Some desklop PCs?
- PC labs?
- Mag labs?
OTHER APP HOF'F%IATE/ p S E— - Unix/Linux Labs?

ENVIRONMENTS - Mon-IT Web sys & servers?




