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Configuring Microsoft Windows XP for WPA2 Enterprise: Windows Wireless

Important note: Using the Windows Wireless Client stores your user name (NetID) and password in the system
registry on your computer. When you change your NetID password, a change in the registry will be necessary to

clear the old password. Contact IT Central for assistance.

1. Inyour Control Panel, double click Network Connections, then right click on your wireless network card and
select Properties. The Wireless Network Connection dialog box displays. OR you may also access Wireless
Network Connection Properties directly (Step 3) by clicking on the wireless network icon located in your

system tray on your desktop (skip Step 2).

2. On the Wireless Network Connection dialog box under Choose a wireless network, click on UMwpa. Under

Related Tasks, click Change advanced settings.
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3. The Wireless Network Connection Properties dialog .
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a. Click on the Wireless Networks tab. Confirm
that “Use Windows to configure my wireless
network settings” is checked.

b. Click on the Add button.

General | Wireless Metworks | Advanced
Use Windows to configure mp wirsless network, settings

Available networks:

To connect to, dizconnect from, or find out more information
about wireless networks in range, click the button below.

View Wireless Metworks

Preferred netwarks:
Automatically connect to available networks in the order listed
below:

A Locked Down [Automatic)

Add... ” Remove ” Properties ]

Learn about setting up wireless network
cotfiquration.

[ oK H Cancel ]
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4. The Wireless network properties dialog box displays.

a. Next to Network Name type: wpa | WITE ESENETW DT KT O ETHIES] ,_ja
b. Under Wireless network key, next to Association | Authertication | Connection
Network Authentication, select WPA, WPA Network name (55D} | Ublip
Enterprise, or WPA2 Enterprise (depending ey . ,
] Carnect even if this netwark is not broadcasting
on age and hardwa re) Wwireless network, key
C. Next to Data encryptlon’ SEIeCt TKIP. This network. requires a key for the following:
Metwork Authentication: WRAZ

D ata encryption:

[] Thiz is & computer-ta-computer [ad hoc) netwark; wireless
access points are not uzed

[ Ok ] [ Canicel

5. Select the Authentication tab.

| Wiralsss naiyune urousrijss Ja
a. Next to EAP type, select Protected EAP — :
Association | Authentication | Connection
(PEAP)
b. Uncheck Authenticate as computer when
computer information is available.
c. Click on the Properties tab.

E&AP type; | Protected EAF [PEAF)

[] Authenticate as computer when computer infarmation iz available

[] Authenticate as guest when user or computer informatian is
unavailable

ak ] ’ Cancel
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6. The Protected EAP Properties dialog box displays.

Uncheck Validate server certificate. | Pasiaelzd 219 Fs0ysriias 2]
b. Under Select Authentication Method, then connecting:
assure that Secured password (EAP- [1valdate server cortficate
MSCHAP v2) is selected.
c. Confirm that Enable Fast Reconnect is
unchecked.
[] aBa.ECOM Rook Ca

d . CI|Ck on the CONﬁgure b utton. [ autoridad Certificadora de la Asaciacion Macional del Notaria ™
[] Autoridad Certificadora del Colegio Macional de Correduria P
[] Baltimare ET by DST
|:| Belgacom E-Trust Primary CA
|:| Ca HECT SecureMet CA Class A
|:| C8MW HKT SecureMet CA Class B

o

o [ =

Select Authentication Method:

Secured password (EAP-MSCHAP «+2)

[JEnahle Fast Recanneck

[ [a]4 ][ Cancel ]

7. The EAP MSCHAPv2 Properties dialog box displays.
a. Uncheck Automatically use my Windows logon name and password.

b. Click OK.
ARSI RV O P ET L ES a

‘When connecting:

0 Automatically use my Windows logon name and
pazzward [and damair if any).

[ 0K ][ Cancel ]

c. Click OK on remaining dialog boxes that display to exit out of wireless configuration.

8. If you have successfully completed this process an alert will display from your system tray (next to the time
display on your task bar). Click inside the alert to validate your credentials.

71 wireless Network Connection

1 Click here ko select a certificate or other credentials For
conneckion ko the network wpa
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9. An Enter Credentials dialog box displays.
a. Enter your User name (NetID) and password. Do not enter a Logon domain.
b. Click OK.
c. After your credentials successfully authenticate, you will be on the UM wireless network.

User name: ab123456 |

I
Password: i o.o.o.o.o| |
Logon domain: |

i oK i [ Cancel ]

10. At any time, you may hover over the wireless connection icon located in your system tray to verify that you
are connected.
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