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From the CIO

As I reflect on the 2024-2025 academic year—and
look back over the past five years I've served as CIO
for the University of Montana—I'm struck by how
much has changed for our campus community, and
how much of our progress has come from the steady,
deliberate work of my colleagues in IT — work that
often takes place behind the scenes.

Five years ago, our department was deep in a moment
of wurgency: staff stretched thin, infrastructure
strained, a campus community navigating immense
disruption. In those early days, we focused on
stabilization. But today, we find ourselves writing a
new chapter—one defined by momentum, purpose,
and shared direction.

This report tells that story. Not just of platforms modernized or systems secured, but
of people aligned around common goals. It reflects a shift in how we work: more
strategic, more transparent, and more collaborative. And while the work of IT is often
invisible when done well, its impact is deeply felt across every part of the student
and employee experience.

The initiatives featured in this report—from our evolving Al strategy to our ongoing
cloud transition—aren’t just technical efforts. They are expressions of our commitment
to improving how the university functions now while preparing for an ever-evolving
future. Each one has required a blend of careful planning, partnership, accountability
and adaptability. And each one represents progress toward a campus environment
that embraces modern tools while maintaining timeless values.

None of this happens because of a single decision or department. It happens because
we’ve built trust across teams. Because our staff continually shows creativity and grit.
Because our campus partners continue to engage, challenge, and support this work.

Through this report, I invite you to join us in reflecting on the past year of our ongoing
journey. I'm proud to share what we’ve accomplished. And I'm even more energized

by what’s ahead.
ZACH ROSSMILLER

Chief Information Officer
University of Montana
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The Four Pillars that Guide IT

While IT staff collaborate closely across teams and functions, our work is generally
organized around four main pillars, each of which informs our mission and goals.

Streamline Enterprise Systems

Responsibilities: FY 2025 successes:

e ERP database & application administration e Streamlined business processes,

e Banner technical management, systems adopted Ellucian recommendations
analysis, integrations, &process improvement e Took steps to return to baseline

e web application development Banner

e web content support services e Eliminated paper-based processes

e Enterprise systems project management e Implemented software solutions to

e LMS administration, integration, and strategy enhance operational efficiency

CRM administration, integration, and strategy

Simplify Student/Employee Experience

Responsibilities: FY 2025 successes:
e client support services e Reduced number of managed accounts
e contracted support services e Advanced identity lifecycle standards
e UMIT HelpDesk e Improved login experience across
e accessibility technologies systems
» software licensing

computer lab management

Improve Technology Infrastructure & Service Delivery

Responsibilities: FY 2025 successes:
* IT facilities, servers, classroom e Strengthened IT engagement across UM
technology, central authentication » Reduced duplicative software & services
* directory and email services » Revitalized campus technology through
¢ campus network infrastructure upgrades to campus cyber-infrastructure
e telephone systems

UM's network connectivity across the
State of Montana

Strengthen UM's Information Security Posture

Responsibilities: FY 2025 successes:
* security policies and procedures  Provided cybersecurity training &
* security awareness training awareness
* security incident response  Further developed security standards
* identity management  Advanced policies to complement the
» coordinating risk assessments Security Program



Enterprise Technologies

Powering campus with better processes

In FY25, Enterprise Technologies advanced a major strategic goal: improving the
student and employee experience by streamlining digital services and expanding the
capabilities of the University of Montana’s enterprise systems.

At the heart of this effort is the Banner Modernization project, a multi-year initiative
designed to update and optimize the University’s Enterprise Resource Planning (ERP)
system. Banner serves as the backbone for critical functions such as admissions,
registration, student accounts receivable, financial aid, finance, human resources, and
payroll. By modernizing this system, we are laying the foundation for more seamless
processes, improved efficiency, and a better overall digital experience across the UM
System.

The desired end state is a fully modernized ERP that operates with greater efficiency,
reduces redundancies, and provides the tools and flexibility students, faculty, and
staff need to thrive. In FY25, progress toward this outcome brought us closer to
delivering an integrated digital environment that minimizes friction in administrative
processes, empowers employees to do their work more effectively, and provides
students with a smoother path to academic success.

Enterprise Technologies’ work represents a critical investment in the University’s
long-term digital infrastructure. By modernizing our systems today, we are ensuring
UM can remain agile, efficient, and responsive to the evolving needs of campus.

Supporting software solutions to enhance operational efficiency:
e Migrating Helena College Banner Cloud e Implementing Emburse (ChromeRiver)

e Implementing NeoEd (Onboard, Learn, for travel & expenses
& Perform) e Advancing Canvas LMS (retire Moodle)
e Implementing/expanding Banner e Launching GrizPortal Experience (in
Document Management place of CyberBear)

e Refining Cascade CMS & web apps

| In FY 2025, the HelpDesk consolidated in the Mansfield Library. The
| former HelpDesk space in the Social Sciences Building was
reconfigured to allow Enterprise Technologies staff to move out of
Brantly Hall and join their IT colleagues in the Social Sciences Building.
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Client Experience

Elevating support services through strategic efficiencies

In FY25, the Client Experience team seized an opportunity
to create efficiencies while improving the support service %= SOLUTIONS
experience through the consolidation of the IT HelpDesk. [0 CENTER

Between the Autumn 2024 and Spring 2025 semesters, the HelpDesk fully relocated
from the Social Sciences Building to its space on the main floor of the Mansfield
Library.

This move brought a range of advantages for students, faculty, and staff. The library’s
central location increases visibility and convenience, while expanded walk-up hours
ensure greater availability of in-person support. By bringing all Service Desk
operations into a single location, IT can provide a more streamlined and efficient
experience for the UM community.

The new space also expands capacity for hardware deployment and intake, making it
easier for students and employees to receive timely assistance with University-issued
technology. Additionally, the redesigned desk layout fosters closer collaboration
between student technicians and full-time Technology Support staff, creating
stronger mentorship opportunities and improving service outcomes.

The Client Experience team’s work in FY25
exemplifies UM IT’s commitment to accessibility,
responsiveness, and continuous improvement—
ensuring technology support is both more visible
and more effective for the campus community.

Key Projects:
e Migration to Microsoft 365
o Position campus to make use of OneDrive,
SharePoint, Teams for information
organization, storage and sharing.
e Transition from legacy PBX to Microsoft Teams
Phone System.




Technology Infrastructure

Building the foundations for innovation and connectivity

Technology Infrastructure staff strengthened UM’s digital backbone throughout FY
2025—ensuring systems remain secure, reliable, and effective while expanding
research capacity and modernizing classrooms, networks, and applications.

The Application Administration team expanded TeamDynamix as an Enterprise
Service Management platform, streamlining service delivery and improving
transparency. They supported the campus transition to Microsoft 365, and helped
streamline the software procurement process.

Classroom Technology staff upgraded more than 20
instructional spaces, including 10 at Missoula College,
expanding teaching tools, improving student
engagement, and strengthening learning environments
across the UM system.

The Network & Telephony teams installed a new data
center switching system (transition nearly complete),
completed major fiber upgrades at the Adams Center
and in UM’s Fiber Channel environment, and replaced
250 wireless access points, including planned outdoor
expansions. The Microsoft Teams Voice transition
continues, supporting UM’s goal of unified
communications.

Research Computing added partnered with the Montana INBRE Data Science Core to
enhance the Hellgate Cluster. They developed an interactive demonstration
environment for outreach and training, and work is underway to share newly
implemented storage with the Open Science Data Federation. The upcoming Science
DMZ will provide faster, more reliable data transfers to support advanced research.

The Systems Administration team maintains and manages UM’s physical and virtual
servers and infrastructure. Key efforts included upgrading, retiring, and replacing
outdated servers; patching and upgrading infrastructure such as Cisco UCS, storage,
and load balancers; cleaning up user accounts; and optimizing resource management.
The Endpoint team has worked closely with the Help Desk to implement Jamf and
Microsoft Co-management, making UM devices manageable both on- and off-campus.
The team is also collaborating with providers to implement enterprise-grade cloud
infrastructure in Amazon Web Services—positioning UM for future growth.
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Information Security

Strengthening digital defenses through key partnerships

In fiscal year 2025, the University of Montana partnered with the Montana Army
National Guard Cyber Defense Team to complete a comprehensive series of
cybersecurity assessments across the UM System. The initiative covered all four
campuses—University of Montana, Montana Tech (MTech), Helena College (HC), and
the University of Montana—Western (UMW)—and concluded in February 2025 with the
final set of assessments at UMW.

This collaboration was part of the Information Security Office’s ongoing work to
strengthen UM’s cybersecurity posture and safeguard our digital infrastructure. This
initiative represents a major milestone in strengthening cybersecurity across the
University of Montana System. By partnering with the Montana Army National Guard
and applying national best practices, UM is better prepared to protect its digital
resources and ensure the resilience of its campuses against evolving cyber threats.

Key Outcomes Next Steps: In FY26, UM IT will build on
e Strengthened awareness of cyber this foundation by:
risks across executive and e Expanding tabletop exercises to all

departmental leadership. campuses, including the Missoula

e Established consistent cybersecurity main campus.
benchmarks aligned with e Conducting follow-up Cyber
Cybersecurity & Infrastructure Resilience Reviews to measure
Security Agency (CISA) guidance. progress.

e Identified areas for improvement in e Implementing standardized security
incident response, resource baselines across the UM System.
coordination, and system recovery. e Pursuing additional investments in

e Strengthening partnerships with state monitoring, detection, and recovery
and federal cybersecurity resources. technologies.

Photos by
Tommy Martino
University of Montana




Rising to the challenges ...

Embracing Al opportunities

Artificial intelligence is no longer just an emerging trend in higher education — it is
becoming a transformative force that is reshaping how we teach, learn, and work. At
the University of Montana, IT has played a leadinﬁ role in campus and statewide
conversations, helping our community explore Al with intention and responsibility.

Leading the Al conversation in FY25

In FY25, UM IT participated in The Future Project, a project that is guiding UM in
understanding how generative Al is transforming higher education, student learning,
the future of work, and Montana’s broader workforce.

Unlike the rapid adoption strategies seen at other institutions, The Future Project
emphasizes a deliberate, community-driven approach — one that preserves academic
values and ensures technology serves human flourishing. Its four interconnected lines
of effort include:

e How We Teach: Supporting faculty in responsibly integrating AI tools,
enhancing pedagogy, and safeguarding academic integrity

e What We Teach: Building Al literacy across disciplines, fostering critical
thinking, and developing technical AI competencies

e How We Work: Exploring ways for UM employees to use Al to improve
efficiency, reduce workload stress, and maintain human oversight

e Industry Demands: Partnering with Montana employers to identify workforce
needs and prepare students for an AI-shaped economy

To encourage hands-on exploration, UM IT also hosted an AI logo
design contest for staff. Seventeen creative entries were
submitted, with the winning design created by Gabe Semenza of
the LMS Administrator Support team.

UM IT further launched PromptMind (prompts.umontana.ai), a new
training platform that helps the UM community master prompt
engineering. PromptMind introduces the CLEAR framework,
provides advanced research techniques, and includes an AI-
powered PromptGenerator to help refine and improve prompts.

Building the future in FY26

In FY26, UM IT will continue leading the charge across campus by piloting AI use
cases in teaching and operations to enhance both learning and the overall university
experience. In August 2025, UM launched Amplify Al, a new enterprise platform now
in pilot, providing campus-wide access to powerful AI tools.

UM IT is also launching umontana.ai, a centralized hub for learning, exploring, and
innovating with AI across the university.
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