Data Security Checklist for Contract Managers 
Protecting PII and Confidential University Data
Use this checklist when reviewing contracts where a non-university individual or entity may access, receive, or store University data.

▶ Does This Contract Involve Sensitive Data?
Check if the contract involves any of the following:
· ☐ Personally Identifiable Information (PII) (e.g., names + SSN, DOB, student ID) 
· ☐ Student records (FERPA-protected data) 
· ☐ Employee or HR data 
· ☐ Financial or payment information 
· ☐ Health or medical information 
· ☐ Login credentials or system access 
· ☐ Research data or confidential intellectual property 
➡️ If YES to any of the above, this checklist applies and must be completed on all contracts. 
Importantly, you may not agree to a click-through agreement for vendors that will host, store, or have access to sensitive University data.

▶ Minimum Required Contract Protections
Data Use & Access
· ☐ Contract limits data use to specific contract purposes only 
· ☐ Vendor may not use, sell, or share data for other purposes 
· ☐ Access is limited to authorized personnel only 


[bookmark: _GoBack]Data Security Safeguards
· ☐ Vendor must maintain reasonable/industry-standard security measures 
· ☐ Contract requires protection against unauthorized access, disclosure, or loss 
· ☐ Vendor must comply with applicable laws and regulations (e.g., FERPA, HIPAA if applicable) 

Cybersecurity Insurance
· ☐ Vendor maintains cyber liability / data breach insurance 
· ☐ Coverage is appropriate to the level of data risk involved 
· ☐ Policy includes coverage for:\n - Data breaches and unauthorized access \n - Notification costs \n - Credit monitoring (if applicable) \n - Regulatory fines/penalties (where insurable) 
· ☐ University is named as additional insured, if required by policy or risk level 
· ☐ Vendor provides proof of insurance upon request 

Breach Notification
· ☐ Vendor must notify the University of a data breach or security incident 
· ☐ Notification must occur within a defined timeframe (e.g., without unreasonable delay) 
· ☐ Vendor must cooperate with the University in investigation and response 

Data Storage & Location
· ☐ Contract identifies where data will be stored (if applicable) 
· ☐ Any offshore storage or access is disclosed and approved 

Data Retention & Destruction
· ☐ Vendor must return or securely destroy data at contract end 
· ☐ Destruction must be verified or certified upon request 

Subcontractors
· ☐ Vendor must obtain approval before using subcontractors with data access 
· [bookmark: _Hlk227841131]☐ Subcontractors must meet the same data protection and insurance requirements –
· ☐ Subcontractors must comply with same export control requirements
· ☐ End User Agreements are Prohibited[footnoteRef:1] [1:  This Agreement is the entire agreement between the University (including University employees and other End Users) and the Selected Firm/Vendor. In the event that the Selected Firm/Vendor enters into terms of use agreements or other agreements or understandings, whether electronic, click-through, verbal or in writing, with University employees or other End Users, such agreements shall be null, void and without effect, and the terms of this Agreement shall apply. 
] 

▶ Red Flags – Stop and Ask Questions
Do not move forward without review if:
· ☐ Contract allows vendor to use data broadly or for their own purposes 
· ☐ No mention of data security or breach notification 
· ☐ No requirement to return or destroy data 
· ☐ Vendor lacks cybersecurity insurance or refuses to provide proof 
· ☐ Vendor can share data with third parties without restriction 
· ☐ Contract conflicts with FERPA, HIPAA, or University policy 
➡️ These require Legal Counsel and/or IT Security review.

▶ When to Involve Experts
Contact appropriate University offices if:
· You are unsure what type of data is involved 
· The vendor will host or store University data 
· The contract involves student, health, or financial data 
· You have questions about insurance coverage adequacy 
· You see any red flags listed above 
· The vendor proposes changes to standard data security language 

Key Takeaway
If a vendor touches University data, the contract must clearly define how that data is protected, insured, used, and ultimately disposed of.
Strong contract language—paired with appropriate insurance—is the University’s first line of defense against data breaches and financial risk.
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