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I. Cyber Security and Protecting Against Cyber Warfare
Introduction

Ensuring international peace and security in cyberspace is currently one of the most prevalent topics of discussion
due to the plethora of cyberattacks that threaten countries’ stability and overall sustainable development.”” The
United Nations (UN) system acknowledged that the efforts of the General Assembly First Committee to ensure
international peace and security have to focus particularly on securing critical cyber infrastructure and information
and communications technologies (ICTs) that dominate everyday life.” The threat not only stems from possible
escalation of cyber warfare among states but also criminal and terrorist activities in cyberspace.” Terrorist
organizations use the cyber sphere to spread their messages, mobilize human and financial resources, and to directly
attack critical infrastructure, such as hospitals, water systems, energy, or financial services, to harm states and their
people.t® However, in an effort to ensure cyber security, some Member States have taken up measures that violate
fundamental human rights recognized in the 1948 Universal Declaration of Human Rights (UDHR).2!

The term cyber security commonly comprises “the collection of tools, policies, security concepts, security
safeguards, guidelines, risk management approaches, actions, training, best practices, assurance, and technologies
that can be used to protect the cyber environment and organization and user’s assets.”®? Protecting the cyber sphere
against the threat of cyberattacks, cyber warfare, cybercrime, and cyber terrorism, has become a priority for the
international community.® However, these concepts are often used interchangeably and lack internationally agreed-
upon definitions. The UN Institute for Disarmament Research (UNIDIR) defines cyberattacks “as the unauthorized
penetration of computers or digital networks.”% Cyberattacks have grown more sophisticated, reaching alarming
levels of disruption on a global scale while, at the same time, requiring only simple and easily attainable
technology.® Threats have increased continuously to a new five-year high as the proliferation of mobile devices,
artificial intelligence, robotics, and the Internet of Things brings new vulnerabilities.®”

Cyber criminals span from “state-sponsored cyber espionage groups to mass-mailing ransomware gangs.”%
Cybercrime describes “any illegal behavior directed by means of electronic operations that target the security of
computer systems, the data processed by them (...) illegal possession and offering or distributing information by
means of a computer system or network.”® Cyber warfare requires the involvement of a state “to attack and attempt
to damage another state's computers or information networks through, for example, computer viruses or denial-of-
service attacks.”® However, cybercrime and cyber warfare are difficult to differentiate as hacking groups engaging
in criminal activities against individuals are also often supported by governments to engage in cyber espionage
against Member States.®* The act of cyber terrorism is mostly distinguished by the motives of the perpetrators.® It is
often understood as “the use of computer network tools to shut down critical national infrastructures (such as
energy, transportation, government operations) or to coerce or intimidate a government or civilian population.”® To
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ensure international peace and security, it is important that the General Assembly First Committee continues its
efforts to secure cyberspace and critical cyber infrastructure from all forms of cyberattacks.®*

International and Regional Framework

The international community has been debating cyber security for the last two decades.®® The General Assembly in
particular developed an elaborate international framework, adopting annual resolutions around the issue of ICTs and
international security since 1999.% The first, resolution 53/70, recognized the potential of ICTs for peoples’
development but also noted threats to international order and peace that may arise through the misuse of ICTs.% The
General Assembly expanded on its original resolution by establishing a group of governmental experts in resolution
58/32 and addressing respect for human rights and fundamental freedoms regarding ICTs in resolution 70/237.% In
2000, the General Assembly laid the foundations on “combating the criminal misuse of information technologies”
highlighting effective legal regimes, prosecution, and information sharing and cooperation among Member States to
ensure that ICTs contribute to international development rather than undermining it.*® Another collection of
noteworthy General Assembly resolutions, 57/239, 58/199, and 64/211, were adopted between 2003 and 2010 on the
“creation of a global culture of cybersecurity” addressing Member States’ capacity to safeguard their critical
information infrastructures from cyberattacks.'® These documents indicate an important shift from mere law
enforcement practices and prosecution of cybercrimes to the prevention of attacks in the cyber sphere and requested
a more firm commitment from Member States to secure cyber space and address growing cyber threats. 0

In 2007, the International Telecommunications Union (ITU) introduced the Global Cybersecurity Agenda (GCA),
which serves as a practical framework for all 193 Member States and more than 700 Sector Members to collaborate
on cyber security.®2 The GCA consists of five pillars.i% First, “legal measures” focuses on the persecution of
unlawful cyber activities with an internationally consistent legislative approach.' Second, “technical and
procedural measures” looks at the security standards of ICT applications and systems and best practices of risk
management.i%® Third, “organizational structures” discusses national policies, and institutional setups allowing for
an effective prevention, response to, and crisis management of cyberattacks.% Fourth, “capacity building” promotes
awareness and technology sharing among all stakeholders.??” And the last pillar, “international cooperation,”
promotes dialogue and coordinated action of the international community in dealing with cyber threats.%

In the context of the 2030 Agenda for Sustainable Development (2016), the usage of ICTs, and therefore their
safeguarding, is critical considering their catalyst role for sustainable development.i®® Four of the 17 Sustainable
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Development Goals (SDGs) include explicit targets regarding the use of ICTs (SDGs 4, 5, 9, 17).1%° In addition,
SDG 16 targets the prevention of terrorism and crime which are also prevalent in cyberspace.!* As policymakers
and the ICT sector strive to connect the billions of people that are still lacking access to ICTs and the achievement of
all SDGs depends on technological innovation and transformative digital services, cyber security always needs to be
taken into consideration.**2

The first legally binding agreement governing cyberspace was made on a regional level by the Council of Europe
(CoE) which adopted the Budapest Convention on Cybercrime in 2001, entering into force in 2004.13 To this date,
almost all CoE Member States have both signed and ratified the convention with the exception of Ireland, Russia,
Sweden, and San Marino.'** There are also a number of non-members that have become States parties to the
convention such as the United States of America.''> The Budapest Convention is the first international treaty that
outlines policies and legislation protecting against cybercrime focusing on the effective prosecution of offenses and
encouraging closer cooperation among Member States to address common threats to cyber security.'® In 2014, the
African Union (AU) Convention on Cyber Security and Personal Data Protection established a standard legal
framework for aspects such as online business and digital privacy while addressing emerging issues of cyber
security and cybercrime.*” Regulating cyber space and mitigating risks are crucial to guarantee safe usage of ICTs,
which are an important driver for African development.'® However, as of June 2017, only Senegal has ratified the
convention and many have voiced concerns that domestic cyber legislation derived from the convention may
disregard the protection of human rights enshrined in the UDHR, particularly of the freedom of expression, under
the disguise of cyber security.®

Role of the International System

In 2004, the General Assembly First Committee installed the Group of Governmental Experts on Developments in
the Field of Information and Telecommunications in the Context of International Security (GGE).'? The GGE is a
UN-mandated working group comprised of 15 experts appointed by the Secretary-General examining potential and
existing cyber threats.!?* Russia and its allies advocated early on for the First Committee to “address a wider
spectrum of threats to include military, terrorist, and criminal uses of ICT,” while the United States and other
Western countries preferred a more limited role of the First Committee in information security.*?? These opposing
views left the GGE without any advances until 2009.% Since then the GGE has met four times and published three
reports in 2010, 2013, and 2015.*%* A crucial point made in the 2010 report (A/65/201) concerns the “increased
reporting that States are developing ICTs as instruments of warfare and intelligence, and for political purposes.”?
The GGE has produced guidelines and recommendations regarding norms and principles of state behavior and
accountability for their actions in the digital sphere.'?6 Other important aspects are the applicability of international
law to ICTs and cyberspace; state sovereignty; international cooperation and information sharing to build capacity
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and reduce vulnerabilities; and confidence-building measures to uphold international peace.'?” The recent 2016-17
GGE consultations addressed further development of international law and norms that should guide Member States’
conduct in cyberspace, though the negotiations ended without the adoption of a final report.’?¢ While there was
agreement on a number of points the members were unable to come to a consensus on what options Member States
might have to respond to cyberattacks, and if and how to take the process further under the UN.*?° The future of the
GGE and finding compromise on an approach to cyber security, including prevention and response to cyber warfare,
cybercrime, and cyber terrorism, are still to be discussed by the First Committee.**° Discussions on the issue of
information warfare and cyber weapons and the need for disarmament and non-proliferation hereof have fallen into
the background debates regarding criminal and terrorist use of ICTs.13

The ITU, whose mandate is to help build confidence and security in the use of ICTs, plays a crucial role in
identifying and mitigating modern cyber threats.'3? Its mandate is to help build confidence and security in the use of
ICTs.1 The ITU supports national cyber security capacity through establishing National Computer Incident
Response Teams.*3* To further cooperation among governments, the ITU promotes the creation of Regional
Cybersecurity Centres and regional cyber security summits strengthening the knowledgebase of Member States,
helping them develop cyber security strategies and initiatives, and localizing ITU’s cyber security services, such as
conducting drills simulating effective responses to cyber threats.® In 2017, the ITU published the new Global
Cybersecurity Index (GCI) that assesses Member States’ commitment to the five strategic pillars of cyber security. 3
In addition, the ITU hosts the annual World Summit on Information Society (WSIS) Forum that focuses on the
achievement of sustainable development through ICTs.*3” The June 2017 WSIS Forum led a debate on the
possibility for such a treaty complementing existing international law.*3 Proponents of a cyber convention argue
that the room for interpretation and ambiguity is too great, although many experts and Member States argue that a
digital convention is neither necessary nor realistic and existing guidelines are sufficient to govern responsible state
behavior in cyberspace.!3®

Though traditionally tasked with nuclear disarmament as well as other physical weapons, the United Nations Office
for Disarmament Affairs (UNODA\) has closely monitored the work of the General Assembly and the Secretary-
General on information security.4? It particularly offers expertise in the area of military confidence-building.*#* This
expertise could be applied to cyber security, using confidence-building measures (CBMs) to address trust among
states’ regarding each other’s cyber warfare capabilities.'*> Non-military CBMs in this context include actions in
various aspects of cyber security to create trust between parties due to increased transparency.** UNIDIR conducts
relevant research and analysis in the field of cyber security and offers policy recommendations at the national,
regional, and international level.*** Important projects include legal perspectives on cyber war, the questions of
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cyber norms and the applicability of international law to cyberspace, as well as confidence-building and active
prevention of the proliferation of malicious ICT tools and techniques.4

On the international level, there are other multilateral organizations and initiatives that address cyber security and
cyber defense. For example, the North Atlantic Treaty Organization (NATO) established a Cooperative Cyber
Defence Centre of Excellence (CCDCOE) that conducts research and training regarding cyber defense informing
NATO?’s policies and action plan on resilience and protection of critical networks against cyberattacks.4® In 2013,
the CCDCOE prepared the Tallinn Manual on the International Law Applicable to Cyber Warfare, which focused on
cyber war and the prohibition of the use of force as well as Member States right to self-defense in this regard.*#” The
manual has been updated as Tallinn Manual 2.0 (2017), expanding specifically on cyber threats and recurring
attacks in cyberspace against governments, the private sector, and citizens.**® The Commonwealth Cybercrime
Initiative, a consortium of 35 organizations, uses its convening power to foster cooperation and its technical
expertise to assist members in national needs assessments and priority setting regarding cyber security.#° Lastly, the
Global Forum on Cyber Expertise, comprised of 60 organizations and states, aims to formulate a shared global
agenda on cyber capacity building.* To this end, it partnered with the Global Cyber Security Capacity Centre
creating a new global platform promoting cyber capacity building.5

Strengthening Cyber Security and Prevention Strategies

Achieving global cyber security and ensuring peace in cyberspace is a significant challenge.'>?> The recent
“WannaCry” ransomware strike, in which hackers gained access to and encrypted great amounts of personal data
and files, hospital records, and train systems, and demanded a ransom from citizens and institutions if they were to
receive access again, affected more than 150 countries.>® Global disruptions like these can pose a real threat to
international peace and security, especially if they target the digital systems of militaries or nuclear energy
facilities.'>* One possibility discussed by UNIDIR to protect countries from such attacks is the prevention of the
proliferation of malicious ICT tools and techniques. In addition, effective measures are needed to improve the
resilience of networks and guard them from such criminal activities in the first place.' The ITU GCI 2017 revealed
that huge gaps in security still persist.?>” Though the UN has consistently called upon its Member States to formulate
and implement a national cyber security or cyber defense strategy, 50% of the examined countries have not yet
developed such a strategy.**® The ITU recommends that national strategies outline policies to identify cyber risks
and threats, mitigation strategies, and develop defense mechanisms in the event of a cyberattack.'>® Further, they can
assist governments in setting priorities and include objectives toward legal frameworks, early warning and response
mechanisms, capacity building and training, research and development, and international collaboration.%

Capacity building goes hand-in-hand with international collaboration, as developing countries require assistance to
safeguard their networks and cyber infrastructure.*6! Cooperation among Member States is a crucial element of the
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GGE recommendations.¢? Political will to share cyber capabilities is lacking, especially between countries
considering cyberattacks on each other.'% Therefore, another strategy recommended by the GGE is to pursue the
development of CBMs among states.'%* Conventional CBMs deescalate tensions between countries and aim to build
mutual trust by increasing transparency about national military capacities.'s> A similar approach might be possible
regarding cyber capacities to avoid conflict.’%® To date, General Assembly resolution 71/39 on “CBMs in the
regional and subregional context” makes no mention of cyber-related actions.*” The Organisation for Security and
Co-operation in Europe has advanced efforts on specifying a list of CBMs For Cyberspace that aim primarily at
voluntary information sharing on issues pertaining ICT security.'%®

Responding to Cyberattacks

While the development of legal frameworks and means of domestic prosecution of cybercrimes has seen substantial
progress, military responses still need extensive deliberation in the international arena.®® There has been no
consensus in the GGE on acceptable options Member States may use to respond to cyberattacks perpetrated by or
with the involvement of states.'’® The involvement of a state or its favorable view on the attack can complicate
investigation and prosecution of cyberattacks committed by criminals and terrorists if they receive protection from
the respective country.t™ The First Committee has yet to define categories and thresholds of what constitutes an act
of war in cyberspace and which countermeasures are appropriate.'> Developing a catalogue of measures to respond
to cybercrimes, cyber terrorism, and cyber warfare is an enormous political and diplomatic challenge.'™

Attribution in cyberspace is difficult and most countries lack the technological know-how to do so.t”* However,
applying international law requires sound evidence of the attacking party.'”® To avoid escalation into cyber war,
experts at UNIDIR propose a norm that allows the affected state to only take actions, which have yet to be
determined, that do not involve the use of force in responding or retaliating to a cyberattack.’® If the aggressor is a
Member State, some experts suggest involving the Security Council and imposing sanctions.*’” This calls for the
definition of a threshold for the damage an attack has caused to justify certain Security Council activities, though
said damage may not always be of physical nature, but rather financial or political.*”® The attack may still be
considered an act of war by the affected state, opening a discussion around the right to self-defense.*”® Though a
single attack may not reach a critical threshold, concerted efforts to weaken the economy or the political stability of
a country could potentially be considered a cyberwarfare campaign. & Notwithstanding the need to protect against
and respond to cyber warfare, the First Committee has not sufficiently discussed the issue of self-defense,
appropriate responses to cyberattacks that target national critical cyber infrastructure, and how to avoid escalation.8!
The EU has created a cyber diplomacy toolbox that offers guidance on how to address cyberattacks that do not meet
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the threshold of an armed attack.'®> However, the EU struggles to streamline its cyber security policies into one
coherent approach responding to an actual attack on its critical cyber infrastructure.® It also lacks coordination with
cyber defense strategies of NATO and remains ad hoc in nature.8

Conclusion

Cyber security impacts all spheres of life, and sustainable development is dependent on the innovative use of
ICTs.18 However, with the emergence of new technologies there is always a chance that these advancements are
used against a country and their people threatening international peace and security.® Differentiating between the
concepts of cyber warfare, cybercrime, and cyber terrorism has proven difficult.’®” No internationally agreed
definitions exist for these terms.88 Part of the problem is often the inability to conclusively attribute a cyberattack to
one specific actor or to potentially link criminal activities by hacker groups to governments, effectively blurring the
lines between cybercrime and cyber warfare.'®® The General Assembly First Committee has made slow progress on
cyber security over the last 20 years. Even though the need for capacity building and international cooperation has
long been recognized by the committee, the lack of trust among Member States and universally agreed cyber norms
impede further advancement.*® This is aggravated by the fact that half of the world has not yet formulated national
cyber security or cyber defense strategies and do not realize the potential cyber threats they are facing.1%

Further Research

Cyber security is a rapidly evolving issue that is addressed by the First Committee in light of its international peace
and security efforts. Moving forward with their research, delegates should consider the following questions: What
options are there to bring more clarity to the concepts of cybercrime, cyber warfare, and cyber terrorism? How could
capacities be built to identify, prevent, and respond to cyber threats? What role should be played by developed
versus developing nations in achieving global cyber security? What hinders international cooperation and which
methods can be employed to foster dialogue? What future does the GGE have? How can disagreements be
addressed, and compromise reached on issues that are in deadlock while continuing successful work on less
contentious areas?
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Although this policy brief published by the ICT4Peace foundation is already 5 years old, itis a
great resource to learn how the topic of cyber security has evolved historically within the UN
system. It is particularly helpful because it helps delegates to understand the role of the UN
General Assembly First Committee in this context and outlines very clearly what the body has
been able to do within the boundaries of its mandate and which impediments prevail. Nonetheless,
delegates should use this document only as a starting point for their research of the committee’s
work in more recent years.

United Nations, General Assembly, Seventy-first session. (2016). Developments in the field of information and
telecommunications in the context of international security (A/RES/71/28) [Resolution]. Adopted on the report of the
First Committee (A/71/445). Retrieved 29 August 2017 from: http://undocs.org/A/RES/71/28

This resolution is the latest of a series of annual deliberations that the General Assembly First

Committee conducts on this topic. The resolution recognizes the importance of ICTs for everyday

life and therefore emphasizes the need to ensure its secure usage. From its first proposal in 1998

to 2016, the text has been expanded several times to reflect new developments in the field.

Delegates should read this resolution to receive a quick overview what the major concerns of the

First Committee are in regards to anything related to cyber and maintaining international peace

and security.
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United Nations, International Telecommunication Union. (2017). Global Cybersecurity Index (GCI) 2017 [Report].
Retrieved 20 July 2017 from: https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2017-R1-PDF-E.pdf

The Global Cybersecurity Index surveys Member States’ commitment to five pillars of cyber

security (legal, technical, organizational, capacity building, and cooperation). The 2017 report

emphasizes the need for improvement of cooperation at all levels and capacity building which

should be a key focus for delegates at the conference. In this report, delegates can also find

information specifically regarding their country or region to develop their position for

negotiations.

United Nations, International Telecommunication Union. (2017). UN Resolutions Related to Cybersecurity

[Website]. Retrieved 20 July 2017 from: http://www.itu.int/en/action/cybersecurity/Pages/un-resolutions.aspx
This website is a great resource for delegates to research the UN General Assembly’s
consideration of the topic between 2000 and 2010. Most importantly, it includes resolutions on the
global culture of cyber security which discuss the assessment of best practices of cyber security.
Delegates should read through all resolutions provided on this website to gain a better
understanding of the UN'’s efforts to enhance cyber security globally specifically through building
national capacity.

United Nations Office for Disarmament Affairs. (2017). Developments in the field of information and

telecommunications in the context of international security [Website]. Retrieved 20 July 2017 from:

https://www.un.org/disarmament/topics/informationsecurity/
This website offers delegates two important resources. It includes a short synthesis on the GGE
process and the prominently discussed topics of “norms, rules or principles of the responsible
behavior of states in the cyber sphere as well as confidence-building measures, international
cooperation and capacity building.” Furthermore, delegates may find their country’s submission
for the annual reports by the Secretary-General to the General Assembly on “Developments in the
field of information and telecommunications in the context of international security.”
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